
Distributed Beamforming for PHY 

Layer Secret Communication

Xiaoran Fan*, Zhijie Zhang*, Wade Trappe*, Yanyong

Zhang*, Rich Howard*, and Zhu Han**

*Wireless Information Network Laboratory, 

Rutgers University, USA 

**Department of Electrical and Computer Engineering, 

University of Houston, USA



Xiaoran Fan ox5bc@winlab.rutgers.edu

WINLAB

Secret Communication is Important

2

Eavesdropping
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Cryptography and PHY Layer Security

 Cryptography

- At the cost of lowering data rate

- Computationally expensive 

 PHY layer security methods 

+ Simple

+ Low overhead

+ Could Increase data rate

+ Could complement cryptography-based methods
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Traditional Beamforming

Feedback 
pilots

Same injection 
angle θ for all TXs

 A popular solution 

for PHY secret comm

 Clustered 

transmitters, 

faraway receiver

 Plane wave for 

transmitters

 Optimization based 

beamformer: MRC, 

ZF
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Beamforming for Secret Communication

 Generating a high 

energy beam 

towards Bob
 Directionality 

 Minimizing energy 

towards Eve

 Jamming Eve
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Concerns in BF Secret Communication

 Often assuming Eves’ locations are known
 Not practical 

 High energy along the beam path
 Eve B can overhear everything 

 Introducing noise to jam Eves
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Overview of Secret-Focus

 Distributed Transmitters
 No communication among transmitters

 Distributed synchronization

 Transmitters are not clustered, but 

distributed around the receiver

 Distributed Phase Alignment 

(DPA) at the receiver
 Distributed Beamforming

 Received signals are constructively 

added up at Bob 

Phased Array

Bob



Xiaoran Fan ox5bc@winlab.rutgers.edu

WINLAB

A Closer Look at Communication Bits

Def: Secret Communication 

Ratio(SCR):  α=μ/σ
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Secret Communication in Information Theory 

The lower αeve and higher αbob the 
better system secrecy rate
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Secret Focus Design Goals

 The target location has the highest RSS, μ

 The target location has the lowest RSS variation, σ

Secret Communication 

Ratio(SCR):  α=μ/σ
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Secret-Focus Mechanism I

Combing phases of distributed transmitters at 

Bob 
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DPA through Feedback Control Loop

 We choose a closed-loop feedback controlled phase 

alignment method
 Random phase searching at the TX end

 Feedback from the RX end

TX1

TX2

TX3

iteration 

1
iteration 

2

initial iteration

N

feedback1 Alignedfeedback2

…
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DPA through Feedback Control Loop

 We choose a closed-loop feedback controlled phase 

alignment method
 Random phase searching at the TX end

 Feedback from the RX end

Initial state

RSS
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 We choose a closed-loop feedback controlled phase 

alignment method
 Random phase searching at the TX end

 Feedback from the RX end

First feedback

N=3 random phase adjustments

RSS

iteration 

1

DPA through Feedback Control Loop
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 We choose a closed-loop feedback controlled phase 

alignment method
 Random phase searching at the TX end

 Feedback from the RX end

Second feedback

N=3 random phase adjustments

Best in iteration 1

RSS

iteration 

2

DPA through Feedback Control Loop

iteration 

1
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 We choose a closed-loop feedback controlled phase 

alignment method
 Random phase searching at the TX end

 Feedback from the RX end

Convergence

RSS

iterations

DPA through Feedback Control Loop
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Energy Density Distribution  

Bob has the highest μ!

Bob
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A Spatial View of the ‘Focused Energy’
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Orbit Testbed
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Experimental Measurements

Received power distribution in BF Received power distribution in DPA
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Secret-Focus Mechanism II

Dithering transmitters’ phases around the 

alignment phases

Intuition: relative ‘flat’ at sinusoid signal’s peak.

Bob’s location, small slope

Eve’s location, large slope
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Phase Dithering

Bob has the lowest σ!

RSS derivative as a function 

of  distance to Bob

Bob
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An Example Experiment 

RSS at Eve,

no mechanism

RSS at Eve, 

mechanism 1

RSS at Eve,

mechanism 1+2
RSS at Bob,

mechanism 1+2,

BER=0

BER>40%
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BER with Eve at Extreme Locations

Bob Eve
5cm

Extreme location test is the 

Achilles' heel of  current PHY 

layer security approaches
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Secret Communication Ratio Measurement

Bob

Bob has the highest α, Eves at 

other locations have very low α

Measurement locations illustration
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Secret-Focus Summary

 A PHY layer secret communication approach

 No noise introduced

 Eves’ locations are not necessary to be known

 Strong performance when Eve is placed at extreme 

locations
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Thank you!
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